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& Install the Production Treasury Root Certificate (XP)

The Production Treasury Root Certificate should be maintained on your local workstations to
use OTCnet Check Capture and Deposit Reporting. To install the Production Treasury Root
Certificate, complete the following steps:

1. Download the Treasury production root certificate file onto the workstation by clicking:
https://pki.treas.gov/trca4.cer.

@Application Tip

If an internet window launches and displays a certificate error
message, click Continue to this website... Then, click Yes if
prompted with a security alert. Please note the certificate error
message is normal and merely indicates that you have not yet installed
the certificate.

2. From the taskbar, click Start and then click Run.
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3. The Run dialog box appears. In the Open text box, type mmc and click OK.

= Type the name of a program, folder, document, or
= Internet resource, and Windows will apen it for you.

Open: | mrmc

I oK I[ Cancel H Browse. .. ]

4. The Console 1 window appears. Click File and then click Add/Remove Snap-in...
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5. The Add/Remove Snap-in dialog box appears. Confirm the Console Root folder
appears in the Snap-ins added to drop-down field and click Add.

=

Add/Remove Snap-in

Standalone | Extensions

Use this page to add or remove a standalona Snap-n from the consale.

Snap-ns added to: |Eg A

Description

[ ok ][ cancsl

®Application Tip

If the Console Root folder does not initially appear in the Snap-ins added
to drop-down field, click the drop-down field, click Console Root, and
then click Add.

6. The Add Standalone Snap-in dialog box appears. Click Certificates and then click Add.

—

Add Standalone Snap-in

Awvailable Standalone Snap-ns:

Snap-n Vendor e
f_& MET Framework 2.0 Corfiguration Microgeft Carporation
o iyeX Captrol Microgeft Carporation
Microgoft Carporation
¢ Component Services Microsoft Corporation B
QCDmputer Management Microsoft Corporation
Device Manager Microsoft Carporation
m Disk Defragmerter Microsoft Corp, Executi...
% Disk Management Microsoft and VERITAS. ..
Evert Viewer Microsoft Corporation
[;-I Folder Microgoft Carporation v

Description
The Certificates snap4n allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

gig | Qo= |
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7. The Certificates snap-in dialog box appears. Click the Computer account radio button
and then click Next.

-
Certificates snap-in

This snap4n will always manage certificates for:

(3 My user account

() Service account

@ Computer account

@Application Tip

If the Certificates snap-in dialog box does not appear, are not logged in
using Windows administrator credentials. To have the Certificates snap-
in dialog box appear, locate your Windows administrator credentials or
contact your Windows administrator and complete steps 1 - 5.

8. The Select Computer dialog box appears. Click the Local computer: (the computer
this console is running on) radio button and then click Finish.

~

- =
Select Computer fg\

Select the computer you want this snap-in to manage

This snap-n will always manage:

) Another computer:

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the consale.

<Back | Fiish N [ Cancel
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9. Click Close to exit the Add Standalone Snap-in dialog box.

Add Standalone Snap-in

Available standalone snap-ins:

Snap-in Wenidor Lo
ﬁ MET Framework 1,1 Configuration  Microsoft Corporation
:i'_"fﬁ\ctivex Cantral Microsoft Corporation
EP Certificates Micrasoft Corporation
@Cmpnﬂent Services Microsoft Corporation
.ElCmnpl..ﬂJer Management Microsoft Corporation
ﬂbeﬁice Manager Microsoft Corporation
ﬁDisk Defragmenter Microsoft Corp, Execut...
Edisk Management Microsoft and VERITAS...
[-@Euent Viewer Microsoft Corporation
(IFcider Microsoft Corporation A
Description
The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer.

IEYZI ) .

10. The Add/Remove Snap-In dialog box appears. Note the Certificates (Local Computer)
folder appears. Click OK to exit the Add/Remove Snap-in dialog box.

=

Add/Remove Snap-in

Standalone | Extensions

LIse this page to add or remove a standalone Snap-n from the console.

Snap-ns added to: |a Console oot b

H EP Certificates (Local Computer) I

Description

I [ Cancsl
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11. The Console 1 dialog box appears. Ensure that Certificates (Local Computer) appears in

the left pane.

File  Action Wiew Help

- B@E BB @E

@ Zertificates - Current User Issued To
= LLCADOCUMENTS AND SETTINGS' | [Zpepartment of
£ Certificates EoHs cat
EloHs ca4

Elrederal Commd
EFiscal Service
EFiscal service
EFiscal service
Elnasa operatic
| s |

@Application Tip

If you see the Certificates — Current User folder on the left pane, you are
not logged onto the workstation with Windows administrator credentials or
you did not follow the previous three steps correctly. Log out of your
computer, log in as a Windows administrator and complete steps 1 — 9.

12. Click + to expand the Certificates (Local Computer) folder on the left pane. Click + to
expand the Trusted Root Certification Authorities folder and then click Certificates.

‘fiil Console1
File Action View Favorites \Window Help

€ -+ & : 2

‘i Console Root\Certificates (Local Computer)\Trusted Root Certification Autho)

Issued To
[E comoDo Certification Autharity
Copwlght () 1997 Microsoft Cor|
[Elpeutsche Telekom Root €4 1
[Elpeutsche Telekom Root CA 2
[Elpigicert Assured ID Root CA
Elrigicert Global Root CA
DigiCert High Assurance EV Root
[EpsT (AN Network) CA
ElosT (NRF) RootCA
+-[_]] Other People [ElosT (UPS) Rootca
- [0 McAfee Trust [ElpsT Rootca X1
+1- (23 Certficate Enrollment Requests ElpsTRootcA X2
+- (23 spC ElpsTcaE:
=[] _MMSTR ElpstcaEz
EosTEntust T ca
<

Trusted Root Certification Authorities store contains 136 certificates.

+ [ Intermediate Certification Authorities
+1-[Z]] Trusted Publishers

([ Untrusted Certificates

+-[Z1) Third-Party Root Certification Authorities
+1-(Z3 Trusted Peaple
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13. Right-click the Certificates folder, select All Tasks and then click Import...

‘fii Console1

File Action WView Favorites Window Help
e £

‘i Console Root\Certificates (Local Computer)\Trusted Root Certification Authoritie

(L] Consale Root Issued To
=1 {3 Certificates (Local Computer) (=] comMoDo Certification Autharity
=-[Z1] Personal

Cnpyrlght {c) 1997 Microsoft Corp.

=-{Z3] Trusted Root Certification Authorities Deutsche Telekom Root CA 1

#-[Z Enterprise Tru
#- (1] Intermediate View »
- (22 Trusted Publis
(2 Untrusted Ce
(1) Third-Party R
=-[Z1 Trusted Peop
#-(Z3 Other People
i) (23 Mcafee Trust
[ Certificate En
{23 SPC

-0 _NMSTR

New Window from Here

DigiCert High Assurance EV Root CA
[ElosT (ANK Network) CA

Mew Taskpad View...

Refresh
Export List. ..

Help

[ElosT-Entrust GT1 A
<

Add a certificate to a store

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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15. The Certificate Import Wizard dialog box appears. Click Browse...

-

Certificate Import Wizard

File to Import
Spedify the file you want to import.

Eile name:

|I[ Browse... I]

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

[ < Back H Mext = ][ Cancel

]

16. The Open dialog box appears. In the Look in drop-down field, click downloads. Click
trcad.cer and then click Open.

|20 downloads. -
IE trcad.cer

&

My Recent
Documents

=

[=]
2
-3
g
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My Documents

My Computer
L3Wgs64
‘% File name: ‘trcai.cer v ‘ Open
My Network Files of type ‘ X500 Cerfficate (*.cer*.crt) v ‘ Cancel

17. The Certificate Import Wizard dialog box appears. Verify the name of the file to import

and click Next.

&
Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

CADocuments and Settings\Administrator\downloadsitrca4.cer | | Browse... ‘

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)

Microsoft Serialized Certificate Store ((55T)

< Back l Mext > I[ Cancel
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18. The Certificate Import Wizard dialog box appears. Click Place all certificates in the
following store radio button and confirm the Certificate store displayed is Trusted
Root Certification Authorities. Click Next.

-

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for

() Automatically select the certificate store based on the type of certificate

=+ Place all CerOnCa S I e following store:

Certificate store:

Trusted Root Certification Authorities

< Back I MNext = I Cancel

@Application Tip

If the Certificate store does not display Trusted Root Certificate
Authorities, exit from your computer, log in using Windows administrator
credentials and then complete steps 1 — 17.

19. The Certificate Import Wizard dialog box appears. Click Finish.

N

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the following settings:
Certificate Store Selected by User  Trusted Root Certific

Content PKCS #7 Certificates
File Name C:\Documents and Se¢

< Back I Finish I Cancel
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20. A Certificate Import Wizard dialog box appears stating the import was successful. Click
OK.

r

i
Certificate Import Wizard [E|

21. Verify that the US Treasury Root CA certificate was imported successfully into the

Trusted Root Certification Authorities store of the Local Computer and click Close (X
button) to exit the Console 1 window.

Be Acton  Yew
& -

Favgrites  Window  Meb

e " PR B

e Console Root\Certificates (Local Computer)\Trusted Root Cortification Authorities\Cortificates
) Coruole Root lssued To
= ) Cervtenres Local Comouter) mus Treasury Root CA TS Tty Ko BISI202E
» ) Persoral
= ) Truated Roct Certficaton Acthe
oo
3 ) Orterproe Trust
* ) intermediate Certification Autho.
% ) Trusted Publshers
# ) Untrusted Certficates
# ) ThwaParty Root Ceraficaton A
# ) Trussed Pecgle

[ssued By

22. The Microsoft Management Console dialog box appears. Click No to close the Microsoft
Management Console dialog box and complete the Treasury Root Certificate Installation
process.

r Yy
Microsoft Management Console E|
] "-n., Sawe console settings to Cansole1?
L3
L No cancel |
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